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Network Operators are (and have always been) targets of choice for cyber criminals and 

they will continue to be for a long time. Being builders and operators of critical 

infrastructures and hosting a large customer base, service providers are seeing attacks 

targeting their networks and subscribers growing in volume and complexity year over year. 

Here are some challenges that service providers face:

• The outcomes of a single major failure impacting their services can affect millions  

of subscribers

• The skillset required to launch a cyber-attack is prevalent

• Launching an attack can be done at a low cost and can still trigger a significant  

monetary benefit

• Multiple motivations supporting an attack including political and geopolitical factors

With applications moving into the cloud and virtualization on the rise, security perimeter 

devices like firewall and intrusion detection/prevention systems are not enough to protect data 

center infrastructure. 

Increasingly sophisticated cyber activities have far-reaching implications on network 

infrastructure, services, customer experience, and brand reputation.

Service providers leave themselves vulnerable to cyberattacks by not addressing these 

day-to-day threats and infected devices. The infected devices also act as agents to launch 

attacks unknown to the end user. Visibility into these issues is imperative.

 

As a result, service providers need new insights to operate more efficiently.

SOLUTION OVERVIEW
Sandvine’s Cyber Threat analysis and Management Use Case allows service providers to 

manage these security challenges and maintain high network QoE. The Cyber Threat Analysis 

Use Case delivers two key components in building actionable cyber threat intelligence: it 

collects near real-time information from the network, and provides trends and analytics with 

crucial insights that enable service providers and security specialists to choose the best 

approach in defining long term strategies.

Sandvine has the ability to extract Cyber Threat Indicators  that are part of the Crowdstrike threat 

database, and detect and mitigate volumetrics and connection-related DDoS style attacks.

The Cyber Threat Management inline Use Case adds to these capabilities the ability to 

execute real time mitigation policies to block malicious attacks, and therefore protect 

subscribers from a range of network threats and malicious traffic that can compromise 

equipment and data. 

This Use Case offers three essential views:

• The overview dashboard

• The trends dashboard

• The subscriber dashboard

KEY BENEFITS
• Identify infections earlier, allowing 

proactive intervention before major 

problems appear

• Define the correct mitigation strategy 

and select from the most surgical 

policies

• Gain visibility on actions preceding 

the attacks: What happened in the 

network during the attack? Where are 

the attacks coming from? How policy 

changes were able to mitigate the 

impact on the attack traffic?

• Prevent attacks with the ability to 

apply policies inline to do real-time 

mitigation and block malicious attacks 

on your network and ultimately to your 

subscribers

 

DATA SHEET

Cyber Threat Analysis and Management
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Overview Dashboard

• Shows a worldwide map view of where threats are originating, including a table sorted by 

the highest number of threats

• Allows for the selection of specific threat categories, devices, and locations using global filters

Trends Dashboard

• Provides details on threat types and a trend view of the threats over time

• Statistics on mitigated treats (with Cyber Threat Management)

Subscriber Dashboard 

• Provides detailed threat information on individual subscribers and views on trends over time

Figure 1

Cyber Threat Overview

Figure 2

Cyber Threat Trends

Figure 3

Cyber Threat – Subscribers
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ABOUT SANDVINE
Sandvine’s cloud-based Application and Network Intelligence portfolio helps customers deliver high quality, optimized experiences to consumers and enterprises. Customers 
use our solutions to analyze, optimize, and monetize application experiences using contextual machine learning-based insights and real-time actions. Market-leading 
classification of more than 95% of traffic across mobile and fixed networks by user, application, device, and location creates uniquely rich, real-time data that significantly 
enhances interactions between users and applications and drives revenues.  For more information visit http://www.sandvine.com or follow Sandvine on Twitter @Sandvine.
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REQUIRED SOLUTION COMPONENTS

• ActiveLogic

• ContentLogic

• Maestro Policy Engine

• Deep Insights

• Elements

Figure 4

Cyber Threat – Architecture

Persona-focused Visualization 
(Centralized Portal)

App QoE-Driven persona-based 5-W 
Workflows: Provides streamlined operational 
process improvements that highlight the value of 
Layer 1 and Layer 2 data

Deep Insights 
Exploratory Reporting

 
ANI Portal

Best App QoE: 
App/service/device/
network/subscriber 
correlation and 
differentiated KPIs + 
IP patent portfolio. 
Unique and proven 
machine learning 
capabilities to 
estimate QoE for 
encrypted application 
traffic

Best App 
Classification: 
Signature/Machine 
learning/ mashups/
SNI/DNS/pattern 
matching + Ip patent 
portfolio. 
Hyperscale and 
real-time.

Measured by: 
individual App QoE 
score accuracy, 
proven through 
visual management 
reporting

Measured by: 
individual App 
classification 
accuracy/proven 
through visual 
management 
reporting

Control Plane 
(App QoE, Data Enrichment, Storage, and Export

Data Plane 
(App Classification)

• Cyber Threat Analysis and Management Use Cases leverage the core capabilities of Snadvine’s ANI platform
• Providing oprtions for flow records exports via Kafka or CSC and ODBC access to Insights Data Storage

Insights 
Data Storage
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Maestro

QoE Insights 
(Kafka)

Usage/Billing 
Reconciliation Insights 

(Kafka)


